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qifpuar afd =AT THEH TSR eXhY, doic MHTETHl AUH [@dls, T

o C
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qghl (A= AT THEHE FEH Ferdal AfG HRO (Mied qoad=l Fel el

AT 9 gfdqasd 97 T9 Fiwar |
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9.9 q9H

ATl AT AGETHR HIOH TH ATIRId HISUgeeHed fa=m quar sifweate

N e N

EAAATR AT 9 Teh B | oAl qIT F9R qiaid U8 geeddadl [ahrad &l

foam qur dAfqeafcs @aediel ARTEHT Jod@ IRTEE [hl dfgvg | ThIar

feregaamdy FUHT AP ARIIATH] [HGTAATET TAATH SRl AdHRATS STl
TATSS ANTURT B T ABIAh AP AT g FRee q¢ aiq M= srafafs

T g HATAT AR FHAT FHEA(T BAAA bl G | FAAT Flleded AT

o

STaddTs Fesl, A T qEs AR G A9 AR Iq fqeaaardl Foar IHET T

-Qt\l oo

THa afufeus B | e =0, T T FAT XA TARBT G AAT ITANT Ta

ATl faame el ATHITaET TITHT ATRETE dRTR AR " $UAT Ah T 9
AP TTAT T IATH T | AISATehl TANT AN qAT AT (cleb GrHTeAEY

T FHAGTT {9 F HFaUTHee! TIHT Fafd" Wbl B | oA, ATTbl Ierg a0

T YaeTehl gIebl Tl TTRT 81 | AATAR] FGgTebl gRT 9 AT FATRl &F T gRT

5 H{T MIMHIATR] gl FaeT qUar 99 grRT 9 Gfg el TR0 W TS

T FATCX FiTaed TS [Hed SFA=AT TRUHN G | IR 9 ATH ANIH FART T

AT BT AT IR Y5 I FANT = AETET a7 Fel GTeAehl TgH AUBTEEHT AT TEl

HEcadhl AIHR B | A AN T fchar dich a1 Helbebl AIIT F=AT T TG

ATTHTH FIARTHT SAMSTBA TIAT FHeATMHRRT IASTH] Freidd Jadhl FEdl g

>

qr3AYE I faeaeardy wr=rar Wl @ | TraRACHT de8 bl UgH, ATTLH AATAl
T Tt Iwer ¥ FAEHd 98 TTH B |

9. FHETH! qie=T
fagd PRIAR FFl ATIRUN T BIAAT AaLATR] BATAAT AqLTR] (=T g
TR A [ BRIER UA, R0%3 of RTINS TRl bl AT, AWISH T

T GEEAH]  FEIT AALITH [T TAIT  IMGURT | FEIH  [AaEadTen

)

grafafaca g T ASTATATE TTHT HOWATR! Gebed T ATk GTHIITRl faa=ar T
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AT ¥ ATTATSIRT 9T AAURI AT AT Jid T RaAATEedl AATT T

AR FHIEE IAT RS HHEHA] cbl"lc\"lcb\l HTAT TS Tehl THTHhI Hc\vql.*"l

X

Te, 9<h BAAA ARATNT BT FYIR AT T ATITSTH qIT AT FFITEAHT

FIRH JATIEE JEAE T TR J&d AFIT TRUHT &l |

9.3 TR ATALABAT
A FRER TA, 0%3 o IRATNT TH FEAAT AATIEE, FIAT A=,

AAS ¥ N FHEAH] aERTd AARATHHAH] [T TR AT b
AHAATRIATN TG [ITIHT AL I SMUH 8 | AT BIAAH HIATAATATE TR

AHd bl Hc\vql.ch"l T IRl ATHIT T AN TIT I AT NCINEd

JUTIESH] TSI @l THI FURA AT ALATH ATTLAFAT TR 2 |

9.¥ AT THEH! TS7
fafT R0W31%IR0 *T HIATTAR SETEHINTHE! AATT THE M9 T Jidaad e I7

fvaer aifepuer form

o IFIHAHAL AT HeTATATIa<hT AT Igr9ars s
JATSTh: IUATATIIART =T T AT

e Jiaee, J9 98, 9geR 49 (TIFLEE 1.8, o7 Aaw Feard
RTHTH)

o I AT AlgHd AT ARTIIATE eTHT

o TIH: @l AlGEHT A TALATH AT

o IIL: T AfTehd 2 GHARIGY Hha?
JRETHT T AR 2l WIHYAIE 9o ¥ @l Afgehd = s HAT B AT
THEHT EATTHMT AT A SToHT STFATAIEhHTAT FGaT §TAUHT T = FIol fofea
IIFT Al HIATAT, AHILHT FEaAT ETHUHA Teledhl TATAHT JoTHT HeTemarene

e AfTEdgd AT TeArH fHfAe ¥ 2 @HEREIER %A HEH! HANAd gA9UH f9a |




9.4 reagq fafaer 989

T ARl HAA ot qora: Fgiiwde (Doctrinal) THReHT TLH T | TG AT

THEATS YTl FIATGLT FHITSH (G FRIEAR UA HIAAH] THE TAThT TH HHHT

TSl FHI AATHT FRU & [FITH TQR AT AAAT T FiepTA | qoTH,

HAFTE (a2 FqR TFavdl HETesd FISHTS! [oeedl ASTATHT | TR g BTl

AT TEh] FEHAT TY ATHATAH] SBTATANSTHD Ha [aidebl TART TRYH & -

Q) FISHTS! el AT (30) T FAT=T @ (§) W R faqdEd #RER

UAATIRT HETHT TUH] hAATEwH] ARET AAAT T THIET |
) fouda FaRar 2T & Yedl AaeTRHIEed T TRUH dAAIT=RE SAR,

AT b |

3)  FGHTS! eardar WU faeei FaRawedar qerer afwase 79 93
FISHTSIT AT TbTACEEN TRUBT SATANRE GAR, aAAT Geberd |

¥) GERI T FATAAIT FrRias Jedl Adebaeed T dAATI=iE ghe, oI
b |

W fagda #RER U9, 083 9l HgHmEe, R0%¥ T fGgd #Aa ud
ARTIIFTT q&Aeh, HTAATHAEEH] AT Te {edre |

%) Widdeddrs ATH ¥ [GAId HETATATgaThie] HATAIA] Jqqe=dl [a5es,
FAT AAGEET TF FEAIF AR ATFRIEE THUH FARd T G
Tpeld |

9) fal=T He[hepT AT=(HF HIAAT AILATH F(eT AATCHE AT |

1.% AFIITH qF
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9.9 giaaETH @E T

fagda ®RER U9, 0%3 o aGRWMNG TRHl FERH AqF=dH,  AfFISE, ¥
ATAAFITEAD] HALATAF]  ATAAAHAD  AATAR] Fidaaaars ¥ daT qR=gaAl
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PRIAR FBIAAEEH] Icdd T [qehd, Tal IR=GEHT [qgdid HRER TF, 053 & T
ERITEE, AT IN=IEAT A FRaRawE=dl Herdl =fge giasor ¥ ar=n

TRTGEHT AATTRT AN, G¥RTE ¥ (Y T&qq TRUH B, |

9.5 AIYAHT JHES
AT T IR JIATAT TAT qMBTRT BTATIIHRT BRI T AT [ GIHTES T T8l

TG~ TRUHT T

Q) AT AT HAQ: [aLAT BRIER TH, J0%3 B TN T GAAT ATLITh] FRIBIH]
i 3 |

o~ N

) AT ATAA HAD: S(agAd Thiqebl TWhl & | TR FH T T Hebeld
N D
TG & |

¥) AT THEH BTG Tl HAd: TITAR! TRATHAT AT FqaaT Hiad G |

) AT THEH FACIEHIGH [T FETEdH 30 qA hEAr I gared

AT I TeHHTT haelehl THAT faa=ar TTH & |

9.% qIRIYe wrsaTa=ir (Terminology)

9.2.9 faerdraer o
fa=i@  (Electronic) W=l &+ 9w fa=ra-ant=re@  (Electromechanical) a1 fa=d-

=FAHIT (Electromagnetic) ITHIUT AT JUTATATE MG AT AT FFAeId BhATHATIATS
SATS S, | AT, [ A=ITel fa9d, ¥ T TeAelichebl AN (Combination) aTe &4
atafaars IR TeE | TE AIHT, ETEI BRTIAT S{IEqHET IR ot faddt, e




HieTgd, HFHaX, «graed, Alle I ¥ JUFUEE [qgdg @eqsl g | fagde

)

SYHUEES qTATH (Data) I T, ATGTAYRTT T FARI TH TS |

9..% FEIH A

FIT AT ToATAT SAASATATHT BIAAA T ARl BMH A T A Al B TATS

i | FIAAA AThebT HTT AT ABTAR! Jedtd § AT AT AUTGH! TIAT &g |

FIX FARI AT Afqaear TG FAAH Ie@ud g g | FATT FAEE BT T

[aY

AfqTRdT gAHl Iedud g FaSH | [aga FRER UH, R0%3 o $HHEY, SN

FATATHT (AT FoARHTAHETH] TAAT BTAAA T TAT GILA T A AT

Ak AMUHT ATHTHT AT AT Hiqehd, RTEr=aR fasgesr Iram gerer™ a1 ygeid
T AATHT FHATS (GLAT HER AAT ARATIT TH 3 |

9..3 FRARET T

FRIAR  (Transaction) W e SATGITHT RTHN AL FHERATEATE TATSE,
SEET AT(AE AT ATHIAF a7 T3 @TAR] TS 6w, | HAehl ITTHT, AT(h, TATAE AT
I AT FIAAT T T FHA ANBUR EFAAS  Ahese  TLH hATHATIATS
FRER 95 | & © Afhg PRIER, TR FRIER, &EEda FRER 91 |

9.R.¥ T FREARS q°

g #FRER 9= AT e aREYedre. quian a7 FEAT Afheedre

(SN

TR qeava=dT Aarataesars divhg | I Bhareardessr afq amdmse, s a1
¥7T JATE (Footprint) &7 | SHAH! ATIFYSTH, TTHINE IASATAR! TART, FAATH
fafraar, fefstea sreaam, steamam, & o= TawaeT ST germmafetersT waT, fvmRr
¥ e anfe e BRarrarTeTs e FRERE FEHT T A |

AEaR ARTGH! [qeaaard] @eaars qHEE TR SEH  Faedd= 14 faed 2y
TIHT =T AfGRER B | AT ATTIAHRAT, ATHGIAT ¥ HEAATs qehe = faeaepr fafg=

TS TREXACATE ATURYT HIME ATIBRBT FTHT AT (65 TGepl YAWTeng aas

TRehl qErg | 9Ih ARHUI AT AgHR 9RUE (UNHRC) & 9HA  THT

JTaeTes IR I8 FATE WIS (GUHI B | Fraedcadl [ T Yiafael e
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qiadiee gHl, ATl dodlgd, sl dAT T IS Teallel (ST L{;\‘i&icb, rdﬂ(‘,()

o

Afed T ATIAYETH T4 HILTHES TWhIgd, STgeR MG grardel (Ul FIaumaT

TGN TEIAN TGH! FRATE AITAS AT &I (G9qhT qo ALA TAHH T |

FATAT AT HAHHT T TEATAMET AIEIh & fq9d F RN g AaedT ATTH G

A ARAh FAATH AAATHINT THT T9H I&T Tas, | Agay &FHT HUH [qera gal
e ARTAT I faecir BRI AURTIH AT Fiiasd Ia FH g9 TEaT | T=hT,

AIfdeF Tq0 IUMEAd AT AT TH Fieb gar T&AT AR qUiadm IRBTAT A8

THRBA |

9..% foRpiar s ord

faerfr T Rl 99 9y weadatg faRdiT FR S HieE g9 | awa

fagdia FaRd A& AIG A1 HAAERT Al PRATeRAdrs SArss  STEHn

FFIETST YAl T grede Jumell Aiied g | Akl TeaH HFgeX qiaig T FrHT

AT graa TSTeAehl TEIART LT AT FATd RISal [ T THl JeTemg Hifee

ar e ARl q-ATed, B fad, UfASSTHT TREBTAT ATITd Y-ATIH, ATHETIE

qATd TS T ATEIF AlTHaTHT @A I FRIEeeTs (a1 HAheed [aaqard

FHIH BIETHT TEHT B | (AT AT FHIER T FHEX Aedsh JART TR & -
Teald, A T UHRIMCET Jid AIRIdes i 99 9Uhlel I qeedr
soifaes wifdfafa AFAH AT TSR FEA 7 AT FRER TH, 083 &7 | AT

yfafier! faep e agel gravdel AN HaaF, TAeY, TIMTH, §aeUs, dr=Ame,

HISeR, ThISY, THI, T~ Sl AHs6 Fouiieebl FART ¥ EAINT ATq6 TI1 9
\ﬁ§|

9.R.& faia FeRa @w s
fgci FEFT A& @39 a1 JhRATS MFATAR Soci@ T Alheg, ©

o SIS (Fraud) : O o [orgl qepl AT AEG9R YT AUehT a7 o=l fergr ar
AT YT g HHT R BT T TS | SETERT Tl JSIS 3 AAITH @

~C

AT THH HIT T |



e A HNTATT TqAR I (Preparing false documents): HFIETRl ITeld TART o

TFRel THTIGS FATSH, Tabel (997 [y aara+, [uT Il Tabel ®Hred

e IAIAAT (Pornography) @ @eeiier fer a1 fafear o & ®&«rg Tored a1 I

GATE T a1 Dbl ATNT THH [T T a7 GS13+ AT |

e THTa f&SAT (Harassment): Fdels IR¥ER Il USE dA1d RIS, T T&dTE

IET T HIhl AT TFEHd & |

® Hacking . ISPl HFAEX AT Electronic devices AT &fd I-ITSH Feadel

Network T HTEIHATE Virus T8 TRTSH, Abihl TAAT YTl T T A FAATH

TEIART I |

® FRIARD ATFAT T : (&G T AT JUTAATRl EAANT T FRIGRHAT AT=AA

T | & : TauH FrShl q T &A1 T ATHh[ THH (Hebled, TISTH db

GIATHT THT Aebebl FTHAT BTetad, H [l TP TARO =T ATIE T,
e |

9.R.9 faerdiar FgERST fwtan
BTAAFAT IAd ¥ TARThT ATARAT FET TebRebT (AT HRIRESHT qle=T qUehT
Eicpe

) Insider Threats: T FEHEAT AT [HbTIHT FT T T TITH ATHES ST ATTAF
ar ASAAF  FROA AT FEATH fagqarg Juelrar  deT q-arssA ar
AT ST T |

) Hackers: ¥%ehl HFHIT YUTATHT FEUS T, AGATS HMH TART FATGET AT
QA

qMHaE R TR AT AES(ieh T AThes | AqA FATAR] AT AT %
JuUITeiTehl FREATTEAlT SIT=l Tesals Ethical Hacker IHT 9w X |

3) Hacivists: ST TSR] AT HLATTA J&Th] HFIEX JUTATHT AR
TRd I-IT5 TARATHUT harsd 2Afthes AT 68T |
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%) Virus Writers: WIZed, HIAAIRSLAT THAIR TR T Afhes T9aTs Human
Trash IHA A3 |

¥) Sensitive Intruders: FIeT HFEX AT TTAFHT AANIRT T T FAgAef G

a7 Tk 9T THES” |

%) Cyber Warriors: afrr AI[IEg APl ACA AT TTH GITTHT TR ASThe D

TPl HH I<h ATH [agAT GUTedies ea&d are ¥ e = g T
E9 | BT IR HIRATA  AHRHTANITHT TAFHAT & AgaX ASTHRES 1Y

NN = \\\§|

9) Terrorists : TR HIHBIT ¥ YATTATEHT FAT TS AT \)'I"ICIIC'II‘iz ATafera T

FTHHAT FFAEI JUTCATR! FEIANT T AThee |

9..5 fagdirr #rAa od

FTAAH [TIEEHA TACHE TIHT TATATH TR FGHT Jgehl [T FTH (Cyber

Law) o HFEX, FSTA (Network), FFeadR, Tk FYSU I (Data Storage

Devices), 99Tsd, gHd, HIETZd hid, TTH HTASET faeda e T qurcilade
AEHT AIAATE FaegRars Haird U (Hafed Tee | (i sasrrid o TF q9r

e Idgr TEATE AT GRER EIhd RN kA @ &R JElel 9 YTl

o

TE FEAT AR I T T SN TRCH G | T FTAAR Jeaadol 3,

SET ¥ afagideer FRAREEAE  (MRArses | HAd:  [@gdE #Aad e
FRTEEHN ¥l AT
%) fa=T ARTd - FFFER JUTArdTs elqaR a7 RTeR SHR TR FE3Es |
g) faeara ¥ fefSeet g=arerR - A1 UTae T Guehehl ATTIHICH qheard Tifad T+
ST |
M) difge T - Afedsper yERTEae anfad iataty sfaer, Gdve, fesre,
LASTEAT FHf |

q

TTITEY ANTwS, qgaR J9RTd ¥ ETHl ~A11e AT : Ueh Faeaimwr, giqure (093), 785 -9, Afted =frs gfass, sreares |
Tut

¥ Narayan Prasad Sharma, Cyberspace and the Cyber Law, Kathmandu, Koselee Prakashan, p. 55, (2015)
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o) AR Y& T AAFAAT - ATTE a1 ATHTh HEca bl gorrehl YT |

forerciTar SUFTUEEHT U T@al MHRATET FORAR F fauda Fgveehl gaATaRH

ATCHT T AUHT B | ETHT AT [T T TRl EIATTHT TAT e

FEATESAE A TH AuTddiedd] d70 HAFETH (G HRIGRH! Il

FTAAR! ASTHT T AT-ATHT SATIRRAT AR] TRHT G | FATTA] RHAR T Feaza

TARTRAT TEET TqHT TEIANH] TSATIHT fadg afeeesdl S | o1 rateret

o

TR Aed fage &l TR YoRET A@HeedHd @l ITadl G | J9rerdr

ATEeR SITEH T GaAXTHl aAT TR AeATH A =TT HEehl sfded | qamy, a9

ST YEITTT AT T gad (e TEH T hTHE! EATT qUH 3 | [

FAATH] JANT T THATE Iq AU AlToTaATs AR(&Tq TTAT FraArad T F(hUeh!

o C

ST | TR AT AT BTSIaR T GHRZAaR YANTATE Feral 69 3 I9 S| J=ady

c_

T a5 A THI &7 | AW GATSTHAHT AN FARITEl, YarIarde (Herd T Harehl

>

fraaaeal (HeTds aerear A9 dd Ues, | I9 GEEEIH, graidd Qrarsdl HuTed

AIAHT FAFRATATA AR GIETH [qUIHT R TAAAATHAS FRAFH FoaTel

TSR, | faRei FRERET AfTRdT (Actors) @TE TSd AWl fRATR GA®RS T,

(\l(\

fqepl RTadrehd T, HRATEIT T HHEEIR FaAH IS, | ATATGTHATR A

ATAATT TATART FAET ARTATEE ATATABTATE ToATHT qT FATAAT Irfb g gaT

ATEAY AIRTHT AR, 8 |A A T Araedly q99 97 @3, |

BIAAR] LT ATIGH! (A0 T T@HT g7g T 10 AL P IR Teh (MRl eAlehed

AT AISH A~ TehfcTeh =ATART ATIRAT (TgT=ad RISTERT FIAART YT a<rep
TG | WHN [l dadrse (M0 qa7 Sqadrad Fewl MaRTeH, 30%s T 9w

TENT FA@TAT FaadT gt qar fa=aa qemad qmardl  Traar Juar aiq

FATEIT T FHAR GUH G |



IR=aE R
i FRER FevH I X ey

R ARRINET FTAR [AHTAHA
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Computer frauds

Frauds with electronic means of payment

Intrusion attacks

Spamming

Deliberate circumvention of computer security systems

Unauthorized access to or modification of programs

Intellectual property theft, including software piracy

Industrial espionage by means of access to or theft of computer materials

Identity theft where this is accomplished by use of fraudulent computer transactions

Writing or spreading computer viruses or worms
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® Salami slicing is the practice of stealing money repeatedly in extremely small
quantities Denial-of-service attack, where company websites are flooded with service

requests and their website is overloaded and either slowed or crashes completely.

® Making and digitally distributing child pornography
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